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2023 State of the Phish - 9t Annual Report

2023 Report 2022 Report

7500 1050 15100 100

Working adults across IT security pros across the Working adults across IT security pros across the
15 countries same 15 countries 7 countries same 7 countries

100M 15M

Simulated phishing attacks Email reported by our
sent by our customers customers’ end users

135M 18M

Simulated phishing attacks Email reported by our
sent by our customers customers’ end users
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Surveyed Across the Globe

Surveyed 8 additional countries

* United States
e Canada
 Braazil

* United Kingdom

* Spain

* France

*  Germany

« ltaly

« Sweden

* The Netherlands
- UAE

- Australia

- Japan

- Singapore
+ South Korea
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2023 State of the Phish

Threat Landscape— User Vulnerability—
TOAD, MFA phishing, knowledge gaps,
brand abuse, BEC security habits,
and more benchmarking data
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©)

Opportunities—
Security awareness
education and controls
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The 2022 Threat
Landscape
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Phishing— More Sophisticated Techniques

MFA

MFA PHISHING TOAD BEC

: 0 .
Ubiquitous enough to TeIe_phone Oriented Attack 75|A) experl_enced attt_acks.
threaten almost every Delivery— 300k-400k per ncrease in countries

organisation day; 600k at peak where English is not the
first language
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BEC Goes Global

80%

French organisations reported
facing BEC attacks
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2= J0%w /7%

Spain up 13 points

=g . 75

Germany up 11 points

92% no prior
analysis)

Sweden

iR 80" /o

France up 5 points

[ 92% (no prior

analysis)
The Netherlands
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Poll #1

Quelle a eté la marque la plus déetournée en 20227
A. Amazon

B. Google

C. Microsoft
D. Adobe
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Microsoft, the Most Abused Brand

Cyber Attack Messages that Involved
Brand Abuse in 2022

2M 1.5M
M m El B ==

Microsoft Amazon DocuSign Google DHL Adobe
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== 30M

malicious messages used
Microsoft branding
and products

44%

of working adults think an email
with a familiar brand is safe
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Ransomware Remains

6%

Of orgs experienced an
attempted ransomware
attack in 2022
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0.5%

0dTo

of orgs were infected by
ransomware in 2022

M 1-3 separate incidents
M 4-6 separate incidents
M 7-9 separate incidents
M 10 or more separate incidents

[ Unsure of total

2%

Regained access to their
data after making a single
ransomware payment
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Poll #2

Quel pourcentage des organisations ont finalement payé
la rancon?

A. 82%
B. 64%
C. 40%
D. Moins de 20%
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Organizations Got Help from Cyber Insurance

047

of infected orgs agreed to
pay ransom in 2022

Up 6% from 2021

B Regained access to data after first payment

M Paid additional ransom demand(s) and
eventually regained access

B Refused to pay additional ransom demand(s)
and walked away without data

Il Never got access to data even after
paying ransom(s)
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0%

Of orgs infected by
ransomware had cyber
insurance

2%

Of insurers were willing to help

proofpoint.

13



The Insider Threat

14% ~4 7%

French security professionals Admitted to taking data with
surveyed have changed jobs them when they left (FR)

within the past two years

AN

Report one to 10 Report 11 to 25
data loss incident(s)  data loss incidents
via insider via insider
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i

Report 26 to 50
data loss incidents
via insider

~ 0%

Reported data loss because
of an insider (FR)

i

Report over 50
data loss incidents
via insider
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Attackers Were Just As Successftul

4%

Experienced a successful
email-based phishing
attack in 2022, up from
83% in 2021

Bulk Phishing

Spear Phishing

BEC

Ransomware

Smishing

Vishing

USB Drop

Social Media

Supply Chain®

Data Loss-External”

Data Loss-Insider”

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

Prevalence of Attacks

85%
86%

14%
719%

= 1%
I ———— 1%

LB/
=, 18%

= 16%
I ——— T5%

i
= 69%

==, 9%
I — 64%

I 14%
149

I —— §9%

T 68%

—— 66%

W 2022 W 2021
“New question for 2023 report
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Cost of a Phish

6%

Increase in Direct financial
loss (e.g., wire transfer or
invoice fraud)
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Results of Successful Phishing Attacks (Global Average)

Breach of customer / client data

I 44
54%

Ransomware infection (i.e., the malware was delivered via email)

T 3%
.

Credential / account compromise

6
48%

Loss of data / intellectual property

I 33%
., 44%,

Direct financial loss (e.g., wire transfer or invoice fraud) ]
I 30%

Other malware infection(s)

I 28%
I 27%

Widespread network outage / downtime

I 26%
I 22%

Advanced persistent threat

I 21%
I 18%

Zero-day exploit
I 20%
I 15%

Reputational damage

I 18% W 2022
I 247% W 2021

Financial penalty (e.g., regulatory fine)

I 9%
I 1%

I'm not sure

2%
. 2%
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User Awareness and
Vulnerability
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User Knowledge: The Same Gaps Remain

End-User Understanding Shows Little Change from Year to Year

Vishing

Smishing

Malware

Ransomware

Phishing

30%
24%
0y
I 25% 0% W 2022
m 2021
B 2020
I 29% W 2019

I 23%
I 31%
I 30%

N}’
I m—— 63 %
. 65%
T 66%

——— 40%
— 36%
I 33%
I 31%

I 58%
T 53%
e — 63 %
I ——— 61%
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Poll #3

Combien de professionnels savent qu'un echange de
plusieurs courriels ne signifie pas pour autant que
I'expéditeur est str?

A. ~40%
B. ~50%
C. ~60%
D. ~70%
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Additional Knowledge Gaps:
Security Fundamentals

ob" al* 42" 42

Know a familiar Know a link or Know their Know exchanging

company brand attachment can email provider multiple emails

doesn’'t make affect computers can't automatically doesn’t mean a

an email safe beyond theirs block all malicious sender is safe
emails

39" Jo* 3/ 30"

Know that files Know internal Know an email link Know their
stored in the cloud emails at work are might not match company can't
are not always safe not always safe the website it automatically block
goes to all malicious
emails
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Security Habits: Blurred Lines

Use work devices for Use personal devices Let family & friends use
personal activities for work devices their work devices

Bl BO o

Emails and Read news Shop online Social media
messages

B 2022 W 2021
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Risky User Behavior

Risky Actions Taken by Working Adults in Threat Situations

Any type of risk action

34%
Clicked phish link to fake website
18%

Downloaded malware from smish
13%

Downloaded malware from phish link/site
11%

Gave personal info to a scammer
9%

Gave password to untrustworthy source

8%
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1/3+

Of working adults took at least
one risky action in 2022.
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Fallure Rates,
Benchmarking, and
Resilience
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Simulation: Faillure Rate

Simulation type and frequency

Link-based 66%

+ 65%
135M
Simulated phishing tests Atachment a%n
sent by our customers in 9%
2022

Average failure rates

ol 12%
Link-based 3% \
Ny

Data Entry 2:;: ~

16%
Attachment J0% §

M 2022 MW 2021

COVID-themed template has high failure rate
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Fallure Rates by Industry

I 13% I 9%
A A0S DA e 129 O T N e 11%
Agriculture ﬂ 12% Healthcare =g3(,0%
. [ 10% - . I 1%
Automotive I s Hospitality/Leisure — 10%

. . — 12% I 10% : I : I
A Business Services I 12% Insurance I 1% O/O
Construction — 9% Legal i

D 12% I 1%

I 12%  — .
A Consiling — 11 e ——— R Overall average failure
Education M—10% A Mining NESS—13% rate for phIShlng
10% I 12% . )
simulations
I 14% I 11%
A Electronics . 5 Real Estate e 12%
Energy/Utilities 13‘;6% Retail TS 10')_::2%
o —

S ——— A Technolony o 17%
i ia T 11% o I 11%
Entertainment/Media = 9% Telecommunications e 12%
Financial Services =9;60% Transportation T 1‘::?:'%

A Food and Beverage I— 12%
€ —— 11% W 2022 M 2021

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpointa, 25



Fallure Rates by Department

ﬂ)evelupment‘ \

13%

Research & Development
12%

e 10%

Supply Chain

Management

Legal
e 119%
——— gy,

Marketing

meesesseeeeeeeesees 11%
I {07

Facilities
meeeeeeeeeeeeesess  10%
I ()9,

Sales

eessessseesssseen 10%
I ()%,

Finance

eeeeeseeeeeeesses  10%
I 9,

Human Resources

meeesesseeeeeseess  10%
e { ()%

Logistics
R Ik
S §Y

Administrative Services

meessessssseseess  10%
P 9,

Project Management

s 9%
e 1%
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Operations

Communications

Customer Service

Maintenance

Production

—— 8%
I {19

W 2022 M 2021

‘New question for 2023 report

Warehouse

—— §%
e { (%

Accounting

s 9%
Eeeesssseeessseess  10%

Engineering
Ee—— 9%

Purchasing

Eeesssssss—— 8%
e 1 2%,

Security

—— §%
I §,

Information Technology

e 7%
ee—— %
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Reporting Rates and Resilience Factor by

Industry

17% -10% =1.7

Average
reporting rate

Resilience
factor

Average
failure rate

(Up from 1.5)
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Legal

24
7
34

Financial Services

——— 26
10

26

Insurance
I 21

10
- 2

Energy/Utilities
—— 22
—— 11

- 2

Construction
I 16
EEe—— )

LBk

Consulting
— 20

12
.17

Government
15

9
17

Engineering
18

1
= 1.6

Agriculture
—— {3

8
= 16

Manufacturing
I 15
I ()

.15

Business Services

—— 16
—— 11
=15

Aerospace

18
—— 13
14

Technology

I— 16
— {2
™13

Healthcare
16
12
- 13

Automotive

I—— 13
10

- 13

Transportation

B Reporting Rate
M Failure Rate

—— 10 ili
—XT] B Resilience Factor

Entertainment/Media
I {3

1
- 12

Real Estate

13
1
- 12

Food & Beverage
I 13
—— {2
- 11

Electronics

I—— 14
——— 14
- 1.0

/ Mining \

— 13
=09

Hospitality/Leisure
10

=09

Education
e——
10

A\ 09 /
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More Reasons You Want a Reporting Button

B9 47M+ | ~600,000

7 ! M T Credential Phishing —J Downloaders

H
malicious messages were - 1 5M+ noaoagq 260,000+
blocked by Proofpoint as a N\YZ ' —) Kev d
: Malware eyloggers an
result of user-reported Stealers

suspicious emails

of 12M+ =8 680,000+

Banking Trojans '{il' | Botnet malware
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"Phishing has to be at the
forefront of people’'s minds.
Even If we get to a point where
we have an acceptable click
rate, we just have to - GRSV
keep going.” S o

zﬂz\"‘v
v 1)
—Customer Security Manager & @ &'4‘?
Security Awareness Lead ""#S\,/ gy
Financial Services (UK) TN,
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State of Security
Awareness
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State of Security Awareness Varies

In France 54% of respondents said their organisation runs a security awareness program.
But...

Only

(4o

Of orgs with a program

Only Only

56% 30% 2 (%

of those train Conduct phishing Said that failure rates
deliver formal training

to users

everyone in the simulations FR had remained the
organization same
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To Discipline or Not to Discipline

Discipline Model for Employees

Counseling from manager

49%

InfoSec Employees

Counseling from infosec team

0y
i v
Disciplinary actions by HR (warning, probation) 0 V S 0

45%

n
(=]
I

Impact to yearly performance review

Said consequences Complain about
had increased end the consequence
Removal of access to systems . users’ overall model

s phishing awareness

24%
26%

g 5

3 3

. f

[ai]

& 2

3 3
=
o
=

14%
W 2022
0,
18% m 2021
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Security Culture Is at a Crossroads

Tangled View of Cybersecurity Priority INfoS
NTo0SecC

High priority
43%
42%

Priority . 8 3% VS,

4%

%

Somewhat priority Feel employees
think security
is a top priority
at work

Low/No priority

11%

B Employee view
B Infosec belief of employee view

3%
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Employees

33"

Said cybersecurity
IS not a top
priority of theirs

at work
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Key Statistics

v 1
-"k > I ﬂ
I i B | of people took a risky action (such as threats were blocksd as
clicking links or downloading malware)

a result of user reporting
when faced with an attack
malicious messages sent 9[]%

in 2022 involved Microsoft
B5%  of organzations reportd at least one ncident o insider date-loss.

branding or products

sinieieieisiaisIsislsinninieleioioloIo o0 oINS

pirieinieisieisIslslslslninleleivioloTo o0 0NN REP0REILRROLLEY
bUOK O00a000000000000000000  BOBG000O0GG000000G0000000
wor | S300-400K  cosoosonsooosooooaseos - osecaosecanisoonsoonsais

telephone-oriented attack delivery

U ﬂ 64% of organizations infected with ransomware paid a ransom

attempts daily, with a peak of 600k i U of org_anlzatlons with a of _org_amzqtmns _conduct
) per day in August 2022 — security awareness program phishing simulations
U train all their employees
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PI.ATFORM APPRU ACH: Stolen credentials/phishing
THE RIGHT PROTECTION
FOR THE RIGHT PEOPLE cred S etoc0n,\, compronise con

with isolation for risky account detection
clicks :

Compromised cloud
accounts

User-activated Full malware forensics, and
WENTEII detection ensemble remediation
with threat actor
attribution, impact,
and forensics
“The evolution in threats has led to MSOAR including
increased demand for other techniques ] abuse mailbox
and services, such as DMARC, cloud proofpoint automation
access security broker (CASB)/API Awareness
integrations, continuous awareness and training, phish
mail-focused security orchestration, sim, and warning
automation and response (MSOAR).” tags DMARC and supplier
risk detection,
: driving tags
Gartner. Comprehensive "N gng slaton
Social engineering email, endpoint, Compromised suppliers |

and web Impersonation
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